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Abstract:


A SYSTEM AND METHOD FOR DETECTING MALICIOUS ACTIVITIES IN COMPUTING NETWORK
The present invention is a system (100) for detecting malicious activities 
computing network (120, 116n). The system (100) comprises one or more data filter modules (102), a security management module (104) and one or more monitorin
(122). The one or more data filter modules (102) is configured to filter incoming and outgoing network data packets and packet’s header according to a predetermine
security management module (104) comprises an event tracker module (110), a vulnerabilities test module (106), an event analyzer module (108), an alarm analyzing 
(112), an alert manager module (114). The management module (104) is configured to examine and scan the filtered network data packets and packet’s header accor
predetermined rule and patterns. The alarm analyzing module (112) is configured to classify alarm and analyze the classified alarm. The alert manager module (114) 
to generate one or more malicious activities detecting alert signals and send the detected alert signal to the one or more monitoring modules (122). The one or more
modules (122) is configured to display detected alert signal to one or more users.
Figure 1
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Claims:1.	 A system (100) for detecting malicious activities in a computing network (120, 116n), the system (100) comprising: 

one or more data filter modules (102) configured to filter incoming and outgoing network data packets and respective packet header according to a predetermined
a security management module (104) connected to the one or more data filter modules (102), the security management module (104) comprising:

an event tracker module (110) configured to examine the filtered network data packets and respective packet header;

a vulnerabilities test module (106) configured to scan the filtered network data packets and respective packet header;

an event analyzer module (108) operatively connected with the event tracker module (110) and the vulnerabilities test module (106) wherein the event analyzer mo
(108) is configured to analyze the network data packets and packet’s header patterns and classify the received network data packet and packet’s header patterns by
event tracker module (110) and vulnerabilities test module (106) according to the predetermined rule and packet’s header pattern;

an alarm analyzing module (112) configured to classify an alarm and analyze the classified alarm;

an alert manager module (114) connected to the alarm analyzing module (112), wherein the alert manager module (114) is configured to receive the analyzed alarm
generate one or more malicious activities detecting alert signals; and 

one or more monitoring modules (122) communicatively connected with the security management module (104) and the computing network (120, 116n), wherein t
or more monitoring modules (122) are configured to receive one or more malicious activities detecting alert signals and to display detected alert signal to one or m
users.

2 The system (100) as claimed in claim 1 wherein the one or more data filter modules (102) are selected from the group comprising a packet filter a stateful insp

Terms & conditions (http://ipindia.gov.in/terms-conditions.htm) Privacy Policy (http://ipindia.gov.in/privacy-policy.htm)
Copyright (http://ipindia.gov.in/copyright.htm) Hyperlinking Policy (http://ipindia.gov.in/hyperlinking-policy.htm)
Accessibility (http://ipindia.gov.in/accessibility.htm) Archive (http://ipindia.gov.in/archive.htm) Contact Us (http://ipindia.gov.in/contact-us.htm)
Help (http://ipindia.gov.in/help.htm)

http://dipp.nic.in/English/default.aspx
http://ipindia.gov.in/terms-conditions.htm
http://ipindia.gov.in/privacy-policy.htm
http://ipindia.gov.in/copyright.htm
http://ipindia.gov.in/hyperlinking-policy.htm
http://ipindia.gov.in/accessibility.htm
http://ipindia.gov.in/archive.htm
http://ipindia.gov.in/contact-us.htm
http://ipindia.gov.in/help.htm

